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INntfroduction

During 2001, Enron shares fell from over $90 to 30 cents, executives
unloading stock while encouraging others 1o buy

CEO Kenneth Lay has been accused of selling over $20 million
worth of stock before bankruptcy evident in Nov 2001

Objective
Develop and apply a theory of scan statistics on

random graphs o perform change
point/anomaly detection in graphs and time

series

FInd point in time where there exists excessive
acftivity among Enron email addresses



Outline

Scan Statistics on Graphs
Anomaly Detection for Enron Data

Other Detections:
Aliasing
Non-Zero Baseline
“Chatter”

Further Work



Scan Statistics

Moving Window Analysis

Scan a small window over data, calculating
some locality stafistic for each window

Scan Statistic = M(X]

The supremum or maximum of the locality
statistics

Statistically significant signal (honhomogeneity)

Specity cutoff for “large” stafistic, such that
ProlM(X) = c,] = a



Scan Statistics on Graphs

For vertices v and w in directed graph D=(V, A)

k™ order neighborhood:
Ni[v; D] = {w € V(D) : d(v,w) < k}

Scan region (induced subdigraph): INAGE)

Locality Statistic (e.qQ. size) at scale K:

Scale-specific statistic (e a. mox)'
My, (D) = maxy,ev(py Vi (v,




Variable scale scan stafistic:
LetK < {1, ..., n—1} be a collection of scales
¥ a scale-standardized statistic

Can find g, ,( #(Vv)) where for all v and k
e (V) = ol HlV)) st P[¥ (V] >C,]=a

Then stafistic is given by
Mg (D) = max max W (v)

keK veV(D)

Each locality statistic has same probability of
rejection



Enron Data
Graphs based on 184 users (uniqgue email addresses) in 189
weeks, from 1998 to 2002
125,409 distinct messages, mostly executives

Directed arc A; = {(v, w): v sends at least one email to w
during " week}

Dataset processed as time series of digraphs
D, .... Digo

Assume short-time stationarity under null

Goal: Discover anomalous digraphs from recent past
(Subdigraphs with unusually high “chafter”)



Statistics and Time Series

scale-/ locality statistics: Wy, +(v) = |A(Q(Ng|v; D¢]))|
B/ =0: Vy,(v) = outdegree(v; D;).
B scan statistic: M, ; = max, Vi +(v); k=0,1,2

vertex-dependent standardized locality statistic:
B Uy (v) = (Vhe(v) = fikt,(v)) / max (G e, (v), 1)
B e (v) = 2305, Ur (v) (v =20

i—1 =
. qu ik (T) — Til Fr=t=—r (lpk:tf (?‘}) o ﬁ-k}t,ﬂ' (.1}))2

B standardized scan statistic: M}, ; = max, ¥y +(v)




Raw scan statistics for k=0, 1, 2
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Standardized scan statistics for k=0, 1, 2
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Standardized scan statistics for k=0, 1, 2

Note large jump
around May 2001
(week 132)
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Anomaly Detection

Temporally-normalized scan stafistic, S ; :

e
’

(Mgt — pti )/ max(og ¢ e, 1)

u and o are the running mean and standard
deviation for /= 20 time steps

Detection for 5 std dev above mean:
Time f such that S, ;> 5

normality assumption



Second order scan statistic indicates anomaly
at " = 132 (May 2001), evident in prev graph
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= ldentify S, 5, as significant (7.3 std dev)



Crifical Values of §,

Under normal, 7.3 standard deviations
o-value < 1010

Under Gumbel, extreme value distribution
o-value < 10°¢

Using Bonferroni adjustment:

Wi~ 1y= signiticant detection

177,” ~ Cauchy = may not be significant
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Other Staftistics

(not significant)

argmax, ¥ (V) = email83

Argmax, ¥, 15, (V) = email83

argmax, v, 5, (v) = emaill47

argmax, ~ (V) =emaill47
Wo,132

argmax, (V) = email75

1 ,132

Detection for v = email90 = k..allen apparent
only when using standardized second order
scan stafistic



Statistics for D4,

Scan statistics from raw locality statistics, vertex standardized statistics and
temporally normalized version of M, (S,)



Statistics for D4,

Excessive activity in closed 2-neighborhood of v* not
accounted for by its outdegree or 1-neighborhood.

v communicates with other vertices of high degree
— excessive local activity



\leN[gle

v* = argmax, Ws132(v) = k..allen

k..allen == phillip. allen?
B k.allen had no activity before t* = 132.
m At * = 132, phillip.allen switched to k..allen.




\leN[gle

v* = argmax, Ws132(v) = k..allen

k..allen == phillip.allen?

B k.allen had no activity before t* = 132.

m At t* = 132, phillip.allen switched to k..allen.
Matched Filter:

m For eachvertex v € V' \ {v*},

N1(v; De) N N1(v"; Dys )|

Number vertices with length 1 from v and v* during time t*- x to t*-1 (x > 5)

phillip.allen = email. 141 = argmax,, Sy«



Another Detection

Detection of email?90 due to inactivity prior to
t* =132

Inferested in detection for increases from non-
zero baseline

Consider




Another Detection
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Increase in activity of v* = roy.hayslett=email152 for order 2 and 3
statistics af t* = 152



Another Detection

email154 = sally.beck \
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Increase in activity of v* = roy.hayslett=email152 for order 2 and 3
statistics af t* = 152

However, investigation shows activity due to communication
between emaill52 and emaill54, an order 0 detection at t* = 152



“"Chatter”

Minimal level of recent activity required

Order O and order 1 statistics do not yield
detections

Detect excess activity among 2-neighbors

Detect “balanced chatter” by using an
iInhomogeneity penalty y,(v) = std dev of
outdegrees of neighbors

(rules out emaill52/emaill 54 detection events)



Detecting Chatter

Seek detection for activity due to chatter among 2-neighbors

A

Wy(0) = (F2(0) - Tor (0) ) / max(e(v), 1)

Ly (v) =1 x Iy X I3
' :I{Eﬂ,t;r . Cl}:

» =I{¥y(v) < Tg e (v)ea + g o (v)},

%
L

3 =1{W1(v) <Ty¢7(v)c3+ [i14,-(0)).



§'; - temporally normalized max, ' (v)
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argmax v', (v) = (email164, 109)



§'; - temporally normalized max, ' (v)
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Raw Statistics for emaill 64=steven.kean at t* =
109

scale k

[3,5,4,5,4,9]
[11,13,10,10, 11, 18]

(14,35, 21,38, 13 (65)

Inhomogeneity penalty y,(v)= 1.7

Considert*-1 =108 and emaill64’s 2-
neighborhood att = 108 and 109...



Subdigraph at t* = 109 (v*=sfeven.kean = email164)
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Subdigraph at t = 108 (v*=sfeven.kean = email164)
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Chatter Results

v* =emaillé4 = steven.kean has five neighbors with
outdegrees 6, 6, 6, 7, 10 at t* = 109

Detection is due to v* communicating with a moderate
subset of vertices, each of whom communicates with
another moderate subset

Vertices in the neighborhood aft t*, while active at t*-1 have
increased their activity

Detection is not only due to v* joining a new group, the
group itself is more active as well

This suggests detection is robust — insensitive to small
changes in the graph



Further Analysis - Clustering

Direct additional analysis, such as clustering, toward potentially
informative events found via scan statisfics

Find emails with similar content based on terms
that occur

Restrict attention to signature ferms:

Terms occurring more than expected
Based on mutual information
Dunning 1993, Hovy & Lin 2000

Two documents connected if significant overlap
IN signature terms



Questions

Why are 2-neighbors so significant?

Other statistics...

emails that get forwarded mulfiple times
tight-knit groups

What about the distribution of other
statistics (only considered S, ;) to
accurately determine p-values?



Further Work

Exponential smoothing, detrending and variance
stabilization may be appropriate for fime series

Multivariate fime series (one series for each
vertex) could be used with vector autoregressive
models

Extend scan statistics to weighted graphs and
hypergraphs for detection of anomalous number
and type of messages

Perform in a streaming data environment (sliding
one-week window)



Other Applications -
Biochatter

Time-series microarray data, f columns are fime
points for g genes

For each t, perform univariate or multivariate
model-based clustering on the g genes

The g genes are vertices and undirected edges
are drawn If two genes belong 1o same cluster

Generate temporally normalized scan statistics
S, 1 To find anomalous gene activity
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