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Thc statistics profession is being
sidelined on national defense and
homeland security research. This
marginalizes our discipline, diminishes our
influence, and~most crucially—provides
inferior solutions to problems of enormous
practical importance. ~ '

Currently, thete are no statisticians in the
Department of Homeland Security. And
there are essentially no statisticians in any
of the established DHS research centers To
the limited extent that our allied sciences are
involved in counterterrorism, most of the
quantitative work is being done by computer
scientists and operations researchers.

Our concern should be larger than the
parochial interest of our profession. The main
issue is that the work be done in the best pos-
sible way. Certainly, this requires interactions
among many kinds of professionals, bue it is
shortsighted to overlook the areas to which
statisticians have contributed in the past and
to which we can contribute in the future
Some of these key areas include:

® Probabilistic Risk Assessment, Statisticians
have done this for decades, starting with the
analysis of nuclear reactor safety and mov-
ing on to achieve widely-recognized success
with drug approval, consumier product safety,
and options pricing. There is an ASA Section
devoted wholly to this topic, and its mem-
bers are expert in exactly the kind of balanc-
ing of cost versus risk reduction that should
be the main criterion for responsible defense
investment. Many of the members also cope
specifically with risk analysis in complex and
uncertain situations, such as public health.

¢ Syndromic Surveillance. This is a refa-
tively new area, in which statistics from hospital
emergency rooms, transit ridership, or over-
the-counter sales of medicine are used to give
early warning of emerging epidemics. It com-
bines time series and spatial modeling, and has
benefits for both counter-bioterrorism and the
early detection of natural diseases, such as the
flu or a chickenpox outbreak. Some of the key
staristicians working in this area include Henry
Rolka, Ken Kleinman, Galit Shmueli, and

Mardn Kulldorff.
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* Cybersecurity. The DOD is worried
that terrotist hackers might try to shut- down,
flood, corrupt, or even highjack crucial
defense networks, And the financial indus-

try has similar concerns and greater vulner- -

abilities. Preventing such saborage depends
in part on automated statistical algorithms
that identify attack signatures or detect sys-
tem anomalies quickly and adopt appropriate
countermeasures before damage is done. Dave
Marchette, Alan Karr, and Martin Theus have
worked in this area.

¢ Biometric Identification. The Holy
Grail in this area is the ability for partern rec-
 ognition software to scan airport photographs

en in Iarge part by statisticians at the U.S.
Census Bufeau and especially the research
of Bill: Winkler. Orie application is forensic
investigation; here, the piirposc is to match
records across multiple darabases (e.g; one
might have a terrorist suspect’s name and an
address, which can be partially matched to a
* driver’s license 4pplication, which might be
partially matched to a student enrolled in a
flight school.) If the confidence in the match
is sufﬁaently great, law enforcement can act.
The madjor ‘concern, obvmusly, is the false
a.iarm rate; -all statisticians undcrstand this,
but it can be overlooke& by contractors who
bmlcl such lmkmg systems a.nd the agencxes
th

and dutomatically discover terrotists in dis-. tha

guise—=but this is really hard to do. Andrew A

Rukhin is working to improve identification

performance in the DARPA Ferret datibase:. . 4
of faces by combxmng results from mil iple Gl

sing rodel:baséd:”
techniques to a similar énd: Other’ aspccts of

algorithms; Sinjini Mitra |

biometric identification include improve-
ments in fingerprint matching, iris scanning,
and pethaps continual in-session authentica-
tion of computer users through idiosyncratic
keystroke parterns.

* Record Linkage. This field started with
the work of Fellegi and Suriter in 1969; since
then, the atea has cxpa‘ndcd rap'idly, dﬁv—

tcrtcrronsm, the 31gna.[s one

g SEm i hlgh dImcnsmns are”
essential for separating out the salient features;
then, one often needs to represent those find-
ings in visualizations or other summaries that
highlight the important parts. Carey Priebe,
Ed Wegman, David Madigan, and David
Scott all have worked on national security
problems from this perspective—this should
be one of our core strengths in counterterror-
ism research
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PASS 2005. We ars pleased to
announce the release of a new

" edition of our mdustry—leadmg power
analysis'and sample size program.
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procedurss and 21 enhanced
procedures. New procedures
include: inequality of proportions
{17}, non-inferiority of proportions
{13}, equivalence of proportions
{13), non-inferiority of means (7),
equivalence of means (8}, cross-
over designs (10), simulation
routines (10}, and coefficient alpha
{2). No other program calculates
power for more procedures than
does PASS!
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'_"g. There are oceans of data;

# Privacy Protection. This is the flip-side
of both data mining and record linkage The
war on terrorism is tightly connected with
issues of individual autonomy and privacy
Staristical methods help government agen-
cies decide how much and what kind of noise
public releases of federal data should contain

_in order to ensure a prescribed lével of confi-

dentiality (See the wotk of George Duncan,
Steve Fienberg, and Laura Zayatz). Thls
also relates to problems in securé computa-
tion, which develops protocols for combin-
ing information across sepatate, confidential
databases without poolmg themi or otherwise
Violatmg individual privacy. This relates o

-work by Jerry Reiter and Alan Karr,

- » False Dlscovery Rates. Statisticians
know about the problems with repeated sig-
nificance tests. In countertetrorism applica-
tions such as syndromic surveillance, record
hnkag: and data mining, one makes eno:-
mous numbers of inferences. The Benjamini-
Hochberg approach, and more recent varia-
tions by Chris Genovese, Larry Wasserman,
and John Storey, all point to the kinds of cor-
rections thar need to be made to avoid unac-
ceptably high numbers of false positives.

These examples only scratch the surface.
The point is to whet the imaginations of stat-
isticians interested in such work and to lay
out a smorgasbord of programs that illustrate
to policymakers the largely untapped poten-
tial thar staristics has in this area.

Obviously, the major challenge for statisti-
cians is to get into the game. Qur profession
has been, and is being, proactive in address-
ing counterterrorism problems. The Board on
Mathematical Sciences held an open meeting
on the role of statistics in homeland defense in
2002; the ASA and the Washington Statistical
Society cosponsored a conference in May
2003; the ASA approved a new Section on
Statistics in National Defense and Security in
August 2004; and this new Section, partner-
ing with the Risk Analysis Section and the
National Institute of Statistical Sciences, spon-
sored a meeting in New York in November,
2004. More directly, there has been significant
investment of time and energy by statisticians
at the national laboratories, by ASA Executive
William Smith, and by individual researchers.
And Sallie Keller-McNulty has made national
defense the theme of her ASA presidency.

Regrettably, none of this activity seems
to have connected with those who frame
rescarch policy. From conversations with
program directors in statistics at the NSE
the Office of Naval Research, and the Army
Research Office, it appears that few statistics
proposals have been funded for counterterror-
ism, Sirnilarly, the Department of Homeland
Security research centers have nor invelved




-statisticians as part of their (otherwise large
and diverse) teams. Some of our national
laboratories are in slightly better shape, due
to the aggressive leadership of people such
as Keller-McNulty, Brent Pulsifer, and Dale
Anderson, but even here the work that gets
discussed in the open can appear to be a bit
specialized, peripheral, and artificial. Pesthaps
their outputs are eagerly discussed in the cor-
ridors of power, but my sense is that the star-
isticians at the nadonal labs are not receiving
the artention they deserve, nor are they being
allowed to fully play the role defined in their
ostensible mission.

For the long-run health of our profession,
we need 1o understand why there is so much
indifference to the value we can add. It may
be a perception problem——computers are sexy

‘and statistics is net. It may be that we have
been too timid and acquiesced in ouy own
diminution; perhaps our careful expressions
of uncertainty, limitation, and professional
responsibility are not the kind of message
policymakers want to hear. It may be that
we have not trained up 2 generation of com-
municators, ot that we have not worked o
embed enough visionary statisticians at lead-
ership levels in the military, the government,
and industry. It also may be that we wotk o0
slowly. One major cultural difference between
traditional statisticians and many other tech-
nical fields is that we do not use a laboratory
model in which staffs of post-docs and gradu-
ate students collaborate to produce a steady
stream of results, with junior hands doing the
spadework while seniors focus on strategy.

The new hope in this arena is the Statistical
and Applied Mathematical Sciences Institute.
It is sponsoring a year-long research program
on hational defense and homeland security
under the Jeadership of Nell Sedransk and
Larry Cox. The kickoff meeting for this is
Septeniber 11}-14 and the topics to be covered
include all those listed above and whatever
other areas the attendees determine should be
oti the docket. For the good of the profession,
and for the good of the natjon, I hope staris-
ticians interested in this area will lend their
strength and support to its success. W
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ond vocalist while first vocalist sings I love MU” refrain).

On my TV, I see..: it isn't so—oh no. ]
Is it mean to fill the world with av'rage love songs?
I it Greek to you? I'd like 1o know a
‘cause here I go ... .again

Ll it JOVE s MU

Lo Jove e MU

Add  the values up and divide by their number
Lo dove s i, MU

The mean  need not be 4 data value

Lo love e MU

Lo dove . MU _

Song length has a central limit

Just to get played at allt

120 beats per minute:

It’s expected, it’s expected,

Expected value for all... ...

Lo vdove o .MU

The mean  is in between  the maximum  and minimum
Lo dove v MU

The mean  is routine  with symmetry and no outhiers
T e JOVE. it s

Lot cwcdove i i MU

LIt ]

I follow my “mu’s” and see it isn’t so—oh no.
I play....a mean guitar...on av'rage love songs.

With X-barre chords. ...

Copyright 2002, Lawrence Mark Lesser
(see the Winter 2002 Issue of STATS: the Magazine
for Students of Statistics for more’songs)

Youd think peopié would've had enough of avrage love songs

Is it Greek to you? I'd like to know  ‘cause here I go.....again

Youd think people would've had enough of av'rage love songs.

Average Love Songs
This lyric may be sung to the tune of Panl McCartneys 1976 #1 ol
hit “Silly Love Songs” (italicized lyrics can be overlaid by a sec-
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